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katja.doerlemann@switch.ch

Zürich, August 16th 2018
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Agenda
09h30-10h00 Welcome coffee
10h00-10h30 General introduction

Katja Dörlemann, SWITCH

10h30-11h00 Security and the Internet: an ongoing struggle?
Michael Hausding, SWITCH

11h00-11h30 Cyber risk scenarios at universities
Antoine Neuenschwander, SWITCH

11h30-12h00 Security Awareness and e-learning
Katja Dörlemann, SWITCH

12h00-13h00 Sandwich lunch
Offered by SWITCH

13h00-14h00 Security painpoints discussion
14h00-14h15 Coffee break
14h15-15h15 Security painpoints presentation

15h15-15h30 Summary & outlook
Katja Dörlemann, SWITCH
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What’s new @ SWITCH Q3/18

• Digital Solutions & Consulting Services
Development of a new business division and

creation of a sustainable business case for the 

Community Service Hub

marco.duetsch@switch.ch, https://swit.ch/dscs

• FUTURE UNIVERSITY
Think Tank SWITCH in partnership with W.I.R.E.

Read our story, download poster, order study

swit.ch/future-university/order 

swit.ch/future-university/story

• Coordination office on scientific 
information
Conceptional work together with swissuniversities

andreas.dudler@switch.ch

• Procurement
Adobe Framework Agreement and Microsoft Data 

Processing Amendment (DPA) signed 

procurement@switch.ch

4th Higher Education Cloud Day, 28 August 2018

Registration www.switch.ch/procure/4thhecd/

• SLSP @ SWITCH
Subtenants from 1 March 2018 at SWITCH premises

christine.lanner@switch.ch
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Security
• SWITCH Security Awareness Day

- 24 October 2018, Haus der Universität Berne
https://swit.ch/securityawarenessday
Password: SWITCHAwareness2018

• SWITCH-CERT
- Mattermost, a secure chat for NREN

cert@switch.ch

• Malware / Phishing 
- New contact

spamreport@post.switch.ch
spamanalysis@post.switch.ch

• SWITCH Security Blog
- Read our Blog

https://securityblog.switch.ch

Network
• SWITCHlan Service Description

- From July 1st a new service description is available
https://portal.switch.ch/vip/services/lan/
daniel.bertolo@switch.ch

• Big Data Transfer Community
- Interdisciplinary network and security workshop                      

together with higher education 
daniel.bertolo@switch.ch, silvio.oertli@switch.ch
martin.leuthold@switch.ch

• IoT Working Group
- Interdisciplinary (researchers, network, security) community 

together with higher education
kurt.baumann@switch.ch, daniel.bertolo@switch.ch

• SWITCH IoT ecosystem
- SWITCH creates a base for a strong IoT ecosystem in 

partnership with ONIA
www.switch.ch/stories/iot-day-2018/

What’s new @ SWITCH Q3/18
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Trust & Identity
• SWITCH edu-ID

- Deployment step 3 + 4 in August
christoph.graf@switch.ch

- Non-profit member of “The OpenID Foundation”
openid.net/foundation/sponsoring-members

• Identity Blog
- Read our Blog

identityblog.switch.ch

Infrastructure & Data Services
• SWITCHengines

- are now qualified for SNF and Innosuisse funding
- storage and data solutions started with universities
- Admin UI enhancement: self-signup & virtual classroom
- P-5 long term storage project submitted

konrad.jaggi@switch.ch, switch.ch/engines

• IT for Research Day 2018
- 19 September 2018, University of Berne

swit.ch/researchday2018

What’s new @ SWITCH Q3/18
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Let’s shed some light on Security
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CERT
Computer Emergency Response Team
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SWITCH-CERT offers a variety of high quality security services to help protecting 
our customers critical ICT infrastructure. Our services ensure customers 
readiness and allow rapidly react during a security crisis. We aim at preventing 
issues and reduce damage during attacks.

SWITCH’s Computer Emergency Response Team is the first point of contact for 
customers with IT security issues. Most of the time, it learns of problems before 
its customers do and starts working to fix them immediately. Thanks to its 
worldwide network of partners, SWITCH-CERT effectively handles incidents 
across national borders.

What does a CERT do?
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SWITCH-CERT offers a variety of high quality security services to help 
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SWITCH-CERT

22 years SWITCH-CERT – information sharing 
and trusted community

Your benefits
Comprehensive incident support and 
optimal network security, especially 
for the Swiss Internet 

Customers
• Universities
• Hospitals
• Banks

Services
Cyber Threat Intelligence, Detection, 
Incident and Response as core 
competences

• Computer Security Incident Response
• Network Security Monitoring
• Trusted Collaboration Services
• Malware Monitoring & Analysis
• Malicious Domain Takedown
• Information & Awareness Services
• DNS Firewall Service
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SWITCH-CERT: Who is it?

Antoine 

Michael 

Oli 

Mathias 

Matthias 

Jakob Katja 

Silvio Frank

Daniel 

Michael 

Andreas 

Slavo

Yves 
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SWITCH-CERT: Who is it?

Antoine 

Michael 

Oli 

Mathias 

Matthias 

Yves 

Jakob Katja 

Silvio Frank

Daniel 

Michael 

Andreas 

Slavo

Competence Lead DNS & 
Domain Abuse

Network Security 
Engineer

Security Awareness 
Specialist
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Security?



© 2018 SWITCH | 14

Google image search: security
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• Internet Security
• Cyber Security
• Information Security 
• Data security

Many different types of security
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Google image search: internet security
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Google image search: cyber security
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Google image search: information security
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Google image search: data security
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Security is all about padlocks.



© 2018 SWITCH | 21

Security is all about padlocks?
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Let’s talk about

Sicherheit
Sécurité
Sicurezza
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Katja Dörlemann
katja.doerlemann@switch.ch

Zürich, August 16th 2018

Startseite Untertitel
Security Awareness and e-learning
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Your IT (security) team protects you

Don’t be scared –
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Your IT (security) team protects you
…from most of it

Don’t be scared –
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What are Security Threats?
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Google image search: security threats
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What are Security Threats?
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SECURITY AWARENESS
shall fix it all

8/17/1831
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What is Security Awareness?
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Google image search: security awareness
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In theory, Security Awareness is…
wikipedia: 
…“the knowledge and attitude members of 
an organization possess regarding the 
protection of the physical, and especially 
informational, assets of that organization.” 

ISO 27000:2016: 
…“[one of the] fundamental principles [that] 
contribute to the successful implementation 
of an ISMS”. 

OECD Guidelines for the Security of Information 
Systems and Networks: 
…“the first line of defence for the security of 
information systems and networks.” 

NIST SP800-50: 
…”not training. The purpose of awareness presentations is 
simply to focus attention on security.” 
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Security Awareness is…

wikipedia: 
…“the knowledge and attitude members of 
an organization possess regarding the 
protection of the physical, and especially 
informational, assets of that organization.” 

ISO 27000:2016: 
…“[one of the] fundamental principles [that] 
contribute to the successful implementation 
of an ISMS”. 

OECD Guidelines for the Security of Information 
Systems and Networks: 
…“the first line of defence for the security of 
information systems and networks.” 

NIST SP800-50: 
…”not training. The purpose of awareness presentations is 
simply to focus attention on security.” 

Note:

1. Security Awareness is very important!
2. Security Awareness measures shall make users 

aware of security issues.
3. Security Awareness measures shall transmit 

sustainable knowledge about information security.
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Resources for Security Awareness
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Awareness
Raising interest and focusing attention on a topic

Education
Learning new skills and the theory behind it

Training
Learning and training (new) skills

Security Awareness Trinity
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Responsible for Security Awareness
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The geeks have inherited 
awareness (is that good?).

– SANS Security Awareness Report
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Security Awareness in real life
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1. Missing communication skills 

2. Missing employee and management support

3. Few financial and personal resources

The biggest challenges
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e-learning and
the fight against cyber crime
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Joining forces!
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Awareness
Raising interest and focusing attention on a topic

Education
Learning new skills and the theory behind it

Training
Learning and training (new) skills

Security Awareness Trinity
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1. Missing communication skills 

2. Missing employee and management support

3. Few financial and personal resources
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1. Support your local IT (Security) Team

2. Include «Cyber Security» in your education strategy
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Collaboration/Working Groups 
with security teams
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>_Hack The Hacker
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09:30 Welcome Coffee

10:00 Introduction and agenda | Katja Dörlemann, SWITCH

10:15 Security Awareness - New ways of 
thinking. An overview | Marcus Beyer, DXC Technologies

11:00 Three critical concepts for measuring 
and improving security culture | Dr. Thomas Schlienger, TreeSolution

11:30 The Websters - stories from the Internet | Alexandre Milan, BAKOM

12:00 Lunch

13:30 Awareness you can touch - theory and praxis | Dietmar Pokoyski, known_sense

15:00 Coffee Break

15:30 Security Awareness at University of Bern | Stefan Zahnd, University of Bern

16:00 Security Awareness and civil society | Àngel Lopez, Cibervoluntarios

16:30 Conclusion | Katja Dörlemann, SWITCH

16:45 Apéro

SWITCH Security Awareness Day

October 24th

Haus der Universität, Bern
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Katja Dörlemann
katja.doerlemann@switch.ch

Zürich, August 16th 2018

Startseite Untertitel
Security Painpoints Discussion
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Did you experience a security incident?
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What are the Security Painpoints in your
organisation?
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• What is important data?

• Who handles important data?

• Where do we store important data?

• If someone wanted to steal information, how could it happen?

• Who has access to our data?

Working questions
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Presentation: 
Security Painpoints in your organisation
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Katja Dörlemann
katja.doerlemann@switch.ch

Zürich, August 16th 2018

Startseite Untertitel
Summary and Outlook
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Security?

- Security and the Internet: an ongoing struggle.

- Cyber risk scenarios at universities.

- Security Awareness and e-learning.

- Security and its painpoints.

Security!
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Discussion and Questions
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1. Support your local IT (Security) Team

2. Include «Cyber Security» in your education strategy
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www.mentimeter.com


